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IP, Version 4 Header

4-bit header

4-bit version length

8-bit type of service

16-bit total packet length (value in bytes)

16-bit IP/fragment identification

3-bit flags 13-bit fragment offset

8-bit time to live (TTL)

|

8-bit protcol ID

16-bit header checksum

32-bit source IP address

32-bit destination IP address

options (if present)

data (inlcuding upper layer headers)

TCP Header
16-bit source port number 16-bit destination port number
32-bit sequence number
32-bit acknowledgement number
4-bit TCP 6-bit
header 6-bit flags 16-bit window size
reserved
length
16-bit TCP checksum 16-bit urgent pointer
options (if present)
data (if any)
UDP Header
16-bit source port number 16-bit destination port number
16-bit UDP length (header plus data) 16-bit UDP checksum
data (if any)

(sourced from Request for Comment (RFC) 791, 793, 768)
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Application Data

TCP or UDP Header

Application Data

IP Header

TCP or UDP Header

Application Data

Network Frame
Header

IP Header

TCP or UDP Header

Application Data

Network Frame
Trailer (if present)
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To: bob@coolcompany.com

Dear Bob,

Thank you for dinner last night. We SMTP Application Data: “To:

had a great time and hope to see > bob@coolcompany.com ....."

you again soon!

Regards, TCP Header

Alice @ Source Port: 1354 ﬁMt;I'P Ap;lyllcatlon Data: To.'
Destination Port: 25 ob@coolcompany.com .....

@ IP Header TCP Header A e
& @ Source Address: 192.168.1.245 |  Source Port: 1354 SMTP Application Data: “To:

IP Address: 192.168.1.245

<€—— 08!S dl/dOL UMop o)} BIEQ

Destination Address: 10.5.2.34 | Destination Port: 25 bob@coolcompany.com .....

Alice IP Head TGP Head
eader eader o i
@ Network Frame | Source Address: 192.168.1.245 |  Source Port: 1354 SMTP Application Data: “To:

Destination Address: 10.5.2.34 | Destination Port: 25 bob@coolcompany.com.....
.
NS
o
S

IP Header TCP Header A P
@ Network Frame | Source Address: 192.168.1.245 |  Source Port: 1354 ﬁz‘g@? Application Data: “To;
Destination Address: 10.5.2.34 | Destination Port: 25 pany.com .....
Cool Company SMTP E-mail server
IP Address: 10.5.2.34
IP Header TCP Header A P
| | | @ Source Address: 192.168.1.245 |  Source Port: 1354 ﬁz‘J@? Application Data: "To:
( 0 Destination Address: 10.5.2.34 Destination Port: 25 pany.com .....
] | To: bob@coolcompany.com
Dear Bob, @ SOII%: 53.?"?5154 SMTP Application Data: “To:
Thank you for dinnet last night. We Destination Po rt 25 bob@coolcompany.com ....”
had a great time and hope to see "
you again soon!
Regards, < SMTP Application Data: “To:

Alice bob@coolcompany.com ...."

<—— Yoels di/d01 dn moyi eleg
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